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Areas to cover
The current situation

What schools do.

Take control - settings for devices and services.

Internet Matters – the best place for help.

Talking – the most important thing!

Take control - settings for devices and services.

Understanding artificial intelligence. 

Managing social media and live streaming

Gaming.



Current Situation



Current Situation





How Schools Keep 
Children Safe 
Online



Technology at Home 



Technology at Home Today 



Streaming Services

Social Media

E2EE Messaging

Gaming



Internet Matters.org- Set Controls



Controlling phones

Apple family sharing (iPhone and iPads) 

• Set up from a parent’s iPhone.
• Manage their screen time. Bed time, wake time.
• App limits. Limit time on certain apps or categories.
• Communication limits. Block people who are not in contacts.
• Communication safety. Scans images and blocks anything inappropriate.
• Content restrictions in Safari. 
• See their location.

Internet Matters Guide

https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apples-family-sharing/


Controlling phones

Parental Controls on Android phones and tablets. Google Family Link 

• Different for under 13s to over 13s.
• Over 13s can opt out. 
• Download Google Family Link for Parents on your phone and set up a child Google account.
• Download Google Family link on child’s device. 
• Monitor activity.
• Track location.
• Block and allow apps.
• Limit screen time. 
 



Talking – The Most Important Thing



Childnet. Talking about life online

file:///C:/Users/timbl/Downloads/Lets-talk-about-life-online.pdf


Family Agreement



Family Agreement



Social Media - 
Snapchat
13 years old. Users 13-17 should have parental permission.

Risks

E2EE for snaps but not texts

Snaps disappear after the recipient views it, or within 24 
hours (for a Story or Chat).

Add anyone.

Exposure to inappropriate content

Doom Scrolling

Snapchat streaks

Snap maps

MyAI



Social Media - 
Snapchat

Bullying, harassment or hate.

Disappearing messages, which can make it hard to 

collect evidence in cases of bullying or similar 

behaviours.

If your child uses this learn how to report and block.



Snapchat Family Centre

Link to internet matters 

https://www.internetmatters.org/parental-controls/social-media/snapchat/


Social Media – Tik Tok

13 years old. Some features require users to be 16 or 18.

Create, share and watch short videos.

Risks
Accounts public by default.

Brainrot/doomscrolling.

Inappropriate content.

Possible contact from strangers unless privacy and security settings 

applied.

Messaging is not E2EE



Social Media – Tik Tok

TikTok Family Pairing.

Link to a parent account to a child account.

View activity.

Restricted mode.

View topics and limit keywords.

Limit screen time. 

Internet Matters Parent Control Guide

https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/


Social Media – Instagram

13 years old. More restrictions on 13-16 year old accounts

Risks

Unwanted contact.

Inappropriate content.

Doom scrolling / brainrot.

E2EE not enabled by default but can be turned on.



Instagram Family Centre

Customise profile and safety settings.

Manage screen time. 

Manage contacts.

Internet Matters Instagram Guide

https://www.internetmatters.org/advice/apps-and-platforms/social-media/instagram/


Buying from Social Media and other sites 

Overspending.

Scams.

Goods not as advertised.

Have to be 18 for TikTok shop. 

Do not link a credit card to social media on a child’s device.

For gaming sites such as Roblox do not use a credit/debit card. 

Use gift cards instead.

 



FamilyGamingDatabase.com

https://www.familygamingdatabase.com/


• Set up an account for your child with their real date of birth.

• Parental Controls allow the chat with anyone to be turned off.

• Under 13 chat has limitations on the words that can be used.

• Only age appropriate games for under 13s can be accessed.

• Report inappropriate chat or content. 

• Robux – use gift cards.

  



Minecraft

Parental controls. (Microsoft Minecraft)

Stop multiplayer games.

Filter keywords from chat.

Stop chat altogether



YouTube Tools
.

Supervised account

9+ or 13+ 

Screen time.

Monitor activity.



Live Streaming
.

Can be done on many platforms. 

Inappropriate 

Unmoderated, unrehearsed. In the moment. Unlike a recording no time to reflect and edit.

Real-time feedback from viewers, like, emojis.

Exciting media for children. Lots of role models. Vulnerable children can get affirmation may not 

get in real life.

Real-time messaging. Can influence the behaviour of streamers.

CEOP study. One week focussing on live streaming. 245 children safeguarded, 192 arrested.

Tactics. Bribery, flattery. Threat to withdraw viewers. Blackmailing



Artificial Intelligence
.



Gemini StoryBook Maker

.

Can you create me a picture book with a story 

ten pages long. I would  like this story to tell 

the tale of a child who is going to the dentist 

tomorrow. This is based in the United 

Kingdom.  This child is six years old. They are 

very apprehensive despite reassurances from 

parents.  Make the images colourful and use a 
watercolour painting style please.

https://gemini.google.com/gem/storybook/0aec3e186ab57259
https://gemini.google.com/gem/storybook/0aec3e186ab57259
https://gemini.google.com/gem/storybook/0aec3e186ab57259


SnapChat MyAI

.



.



Internetmatters.org

Childnet Family Agreement
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